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Introduction. Digital solutions make the operation of the company clearer, reduce staff costs, and provide data security. 
Various aspects of automation, digitalization and cloud technologies are described in the literature. The question is raised 
about the quality of the methodological basis for such transformations. Global and narrow technical approaches are 
presented. As a rule, materials are presented from the perspective of experts in the implementation of digital technologies. 
In this paper, for the first time, the author's scheme is proposed that can allow not only providers, but also their customers 
to navigate the upcoming transition to the cloud. The latter will receive systematic information on how to select a 
contractor and the most economically feasible option of cooperation. 

Materials and Methods. The information model was based on the semantic network as a system of nodes, their characteristics 
and connections. Management of the cloud migration project and the migration itself were visualized. The contraction practice 
between providers and their customers was summarized. The specifics of the tasks of such projects were taken into account. 
The part of the subject area related to the implementation of a cloud service is algorithmic — a step-by-step transition to the 
cloud, a generalized scheme of the process taking into account the hierarchy of elements are presented. 

Results. For the first time, a method of self-preparation of a company for the implementation of cloud solutions is 
proposed. The algorithm systematizes the cloud migration processes. The activities related to goal setting, audit, selection 
of cloud environment and services, calculation of the economic efficiency of the project, planning and implementation of 
migration, technical support and scaling of processes are described. The possibilities of determining the economic 
feasibility of measures for the transition to the cloud are shown. The costs of equipment, data storage and processing, 
software licenses, salaries, information security, etc., are taken into account. The amount received is compared to the 
providers' offers. For the final decision, the costs of infrastructure support are taken into account — by the customer or 
the outsourcer. The best option is selected. As a result, the customer gets the opportunity to work with better profitability 
and scale the project. Feedback is provided, and processes are adjusted, starting with IT reaudit. 

Discussion and Conclusion. The proposed solution will give the customer's management a system view of the execution 
sequence when migrating to the cloud, the issues and tasks to discuss with a potential outsourcer. Providers can use the 
algorithm to typify and unify projects, which can eventually simplify the coordination of the list of services and the 
migration procedure with customers. In this way, the parties can free up significant resources in terms of time, labor and 
other costs. In addition, customers and providers can partially use the described semantic network to develop not only the 
organizational, but also the technical aspect of the project. 
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AHHOTalna 


Beedenue. Undpossie petiicHia 1O3BONAIOT CeaTb paOoTy KOMMaHHH 4YeTUe, COKLPaTHTb pacxoJ[bI Ha MepcoHall, o0ec- 
TICUHTb Oe30NacHOCTb JaHHBIX. B uTepaType ONMCcaHbI pa3sIM4HBIle aciieKTbI aBTOMATH3AaIMN, WMdpoBu3allMu u oOmay- 
HbIX TEXHOJOrHM. CraBHTCa BOIIpOc O KayecTBe MeTOOOrHYeCcKOH OCHOBbI TakHXx MpeoOpa30BaHul. IIpeyqcTaBeHEl 
TIO00asIbHbI UW y3KHH TexXHuyecku NoOAXo HI. Kak npaBMsi0, MaTepHasIbI MOMAIOTCA C MO3MIMM cleluaMcTOB No BHeL- 
PeHHIO WHdpossix TexHouorui. B qaHHo padoTe BIepBble MpesaraeTca aBTOPCKad CXeMa, KOTOPad MO3BOJMT OpHeH- 
THpOBAaTbCA B IIPeCTOAIMeM Mepexoye B OOaKO He TOJbKO WpoBaliyqepaM, HO MW Ux 3aka3uuKamM. IlocneqHue NoryyatT 
CHCTeMaTH3HpOBaHHble CBe]{eHHA O TOM, Kak BbIOpaTh NOApATINKa UW BapHaHT COTPyAHWYeCcTBa, HawOosee Werecoobpa3- 
HbIM C IKOHOMHYCCKOM TOUKH 3peHHA. 

Mamepuaaci u memooot. UndopmatonHas MOjelIb CTpowsach Ha 0a3e CeMaHTHYeCCKOM CeTH KaK CHCTeMa Y3JIOB, HX Xa- 
pakTepuicTHK Vu cBa3ei. Bu3yalM3upoBaHbl yipaBlieHHe IpoeKTOM MUrpallMv B OOWAYHbIe CepBHCbI MW caMa MUTpallna. 
OdoOmnieHa IpakTHKa 3aKIHOUeHHA JOFOBOPOB Mex Ty MpoBaliepamMn UW Ux 3aKa34uHKaMu. YATeHbI OCOOCHHOCTH Tex3aaHuit 
Takux poekTos. UacTb IpesMeTHOM OOMacTH, Kacarolllaica peaM3alluu OONadHOrO CepBuica, alropHTMMpoBaHa — Tpeyi- 
CTaBJICH MOmMaroBbli Wepexoy B oOaKo, OOOOMIeHHad CXeMa TIpollecca c yUeTOM HepapXHH 3JIEMeHTOB. 

Pe3yivmamot uccaedosanua. Buepsble ipeqI0KeH MeETOA CaMOCTOATEIBHOM MOATOTOBKM KOMMaHHH K BHe{peHHlo 00- 
JIa4HBIX pellieHui. ANTOpHTM CHcTeMaTH3UpyeT Mpoleccbl Murpalluv B OOako. OnMcaHbI MeporpHaATHA, CBA3AHHBIe C 
leslenonaranHuemM, UT-ayqutom, BEIOopoM obma4dHON CpezbI HU CepBucoB, pacueTOM 3KOHOMHYeCKON IdeKTHBHOCTU 
TIpoekTa, WIaHHpOBaHHeM HU peasM3allueli MUTpalluu, TexMosAepxKON HM MaciITaOupoBaHHeM mporeccos. IloKa3aHBI 
BO3MOXKHOCTH OMpedeseHHA IKOHOMMYCCKON WerecooOpa3HOCcTH MepolpHaATHH Mo Mepexoyy B OONaKo. Y4MTHIBAIOTCA 
3aTpaTbI Ha OOopyOBaHHe, xpaHeHue MU OOpaooTKy aHHBIX, JIMIeCH3HH Ha COOT, 3apmaThl, oOecrleyeHue HH(opMaln- 
OHHOM Oe30racHocTH u up. lomyaeHHylo CyMMY CpaBHMBaloT C MpesOxKeHHAMU MpoBaligepos. JI OKOHYATeIbHOTO 
pelleHud IIpHHUuMaroTCA BO BHUMAHHe pacxojbl Ha MOA epxKy UHpacTpyKTypbI — 3aKa3dHKOM MIM ayTcopcepom. BpI- 
OupaeTca ONTHMAIbHbIM BapuaHT. B uTore 3aka34HK MOydaeT BO3MOXHOCTh paootats Cc Jy4Iel peHTaOeIbHOCTHIO U 
MacilTaOupoBatTs mpoext. IIpeqycmotpena oTpadoTkKa oOpaTHOH CBA3H MW KOPpeKTUPOBKa Mpoieccos, HadMHad C MOBTOp- 
Horo MT-aygnta. 

Odécyotcdenue u 3akmouenue. IIpeqnoxKeHHoe pellieHve act MeHeJDKMeHTy 3aKa34HKa CHCTeMHOe IipeycTaBliIeHve O 
TOM, B KaKOW NOcweOBaTeIbHOCTH J[eCHCTBOBATb IIpH MUMrpalluu B OOMaKO, KaKHe BOMpOChI HU 3aqa4H OOcyKAaTb Cc 
MOTCHIMMAaIbHBIM ayTcopcepom. IIposaiiqepbl MOryT IpHMeHUTh asIrOpUTM JIA THIM3alMu, YHU@UKAMN WpoeKTOB, YTO 
B WTOre yIPOCTHT cormacoBaHve Cc KIHeHTaMH MepeyHA ycuyr WM MopayqKa Murparuu. TakuM o0pa30M CTOpOHBI 
BbICBOOOAT 3HAYHTEJIBHBIC PCCYPCHI TO BPCMeHH, TPyOBbIM HM MHbIM 3aTpaTaM. K Tomy 2Ke 3aKa34HKH MW MpoBalijepbl 
MOTYT OTYACTH 3a}eHCTBOBAaTb OMMCaHHYIO CCMaHTHYCCKy10 CeTb, YTOOI OTPAaOOTAaTh He TOKO OpraHH3allMOHHy!0, HO 
MW TEXHMYCCKy!O CTOPOHY Tpoekta. 


Koro4ueBble C10Ba: MeCTOJIOJIOTHA I{M(pOBBIXx TIpeoOpa30BaHnit, TMOWarOBblii mepexoy, B o0mako, MHI pala B oOsako, 
peHTaOeJIBHOCTB MH palit B o0nako 


BaarogqapHocrn. ABTop BbIpaxkaeT OaroapHOcTE pewakWHu UW peleH3eHTaM 3a BHHMAaTeCJIbBHOe OTHOIMCHHE K CTaTbe HU 
3aMedaHHA, KOTOPbIeC MO3SBOJIMJIM MOBbICHTb Ce KAaYeCTBO. 


Aina WaTHpoBanua. Bopouosa A... Tumu3aiua mupoektos mepexoya Ha oOsauHbIe cepBucnl. Advanced Engineering 
Research (Rostov-on-Don). 2024;24(3):274—282. https://doi.org/10.23947/2687-1653-2024-24-3-274-282 


Introduction. The current socio-economic environment creates conditions for automation and digitalization of the 
operation of enterprises and organizations. This is due, in particular, to a shortage of personnel, new requirements for the 
efficiency and sustainability of production and management processes. Various aspects of automation, digitalization and 
cloud technologies are being investigated. In [1], a global approach to the digitalization of entrepreneurial activity is 
considered. Paper [2] shows the need to move to new digital business models. Stepwise digital transformation of an 
enterprise involves the consistent development of different levels, which are described in [3]. In [4], the reconfiguration 
of management processes required for digitalization is investigated. 
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Main stages of digitalization are as follows: 

— preliminary research — goal definition and modeling of business processes; 

— selection and implementation of hardware, software and hardware-software solutions. 

Organizations can carry out these procedures on their own, but in practice, they often turn to IT companies. 

One of the priorities of digital transformation is the development of cloud technologies and services [5]. RF 
President Vladimir Putin set the task to provide the operation of cloud infrastructure in the country and develop 
domestic cloud technologies!. 

Adequate implementation of cloud services requires a high-quality methodological framework. In [6], a methodology 
for decision support in the selection of cloud IT services is proposed. However, the issue of algorithmization of the cloud 
transition has not been sufficiently studied, specifically, for customers of cloud services who do not work in tech sector. 
At the same time, they can plan and implement some migration activities themselves. The presented work fills this gap. 
Its objective is to form a standard structure for the project of cloud transition services in the context of digital 
transformation. The proposed solution will be the basis for the creation and implementation of such projects. In addition, 
it will allow you to collect, process and use analytics on the processes being implemented. 

Materials and Methods. A semantic network is selected to build an information model and display knowledge in the 
subject area. It contains objects (nodes and connections) and relations between them. This visual structure simplifies the 
understanding and interpretation of knowledge. Figure 1 shows the semantic network of project management for the 
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Fig. 1. Semantic network of project management for cloud transition: 


o- — nodes; —z| — characteristics; 


— connections between nodes 


' Putin set the task to support the development of domestic cloud technologies. TASS. (In Russ.) URL: https://tass.ru/ekonomika/16418975 (accessed: 
16.01.2024). 


Voronova AG. Typification of Projects for the Transition to Cloud Services 


The provider of cloud solutions enters into an agreement with the customer. Technical requirements (TR) are drawn 
up, and an IT project is launched, which is managed by an expert from the provider company. TR regulate the content, 
composition and requirements for the service (cloud service). The cloud service has the following requirements: 

— to the hardware and software (infrastructure placement, virtual resources, cloud services); 

— to safety assurance; 

— to technical support. 

The customer's representative and the project manager from the provider determine the part that is outsourced and 
will be implemented within the framework of the IT project. 

The part of the subject area related to the implementation of a cloud service requires more formalization. In this case, 
algorithmization makes it possible to describe a step-by-step cloud transition and show a generalized scheme of this 
process. In the algorithm: 

— main processes and subprocesses of the implementation of cloud services are identified; 

— sequence of transition between them is determined; 

— connections that provide returning to previous stages to make other decisions are indicated. 

To describe the technical specifications of the cloud transition, we have analyzed the best practices known from open 
sources, including scientific literature. The IT project management part is formalized using a semantic network. 

The basic actions in the development of the project are taken into account: 

— identification and analysis of requirements; 

— clarification of the customer 's wishes; 

— preparation of technical specifications. 

Based on the project method, the basic tasks (jobs) that are required for the cloud transition are identified, and their 
hierarchy is built. The WBS structure of the project includes a list of tasks-jobs. Their duration, connections are specified, 
and resources are assigned for execution. When resources are loaded, it is possible to recalculate the duration of jobs. 
Then critical tasks are determined, whose total duration corresponds to the duration of the project as a whole. 

Thus, the major features of the IT project are the following: duration, cost, labor resources. There are special software 
products for managing an IT project. As an example, these are “Jira” (created by the Atlassian company, Australia) [7] 
or the domestic analogue of “LeaderTask” (developer: Organizer LeaderTask, LLC) [8]. 

Note that the WBS structure is being built in the project management software product along with the tasks-jobs. The 
provider needs to unify the tasks-jobs. In a unified system, the provider, among other things, maintains owned project 
documentation. Analytics are also generated here to track the implementation of the project and its operation after going. 

On the subnet “IT project has”, the requirement to unify the formulation and execution of tasks-jobs is identified. A 
possible option is proposed in this article. Cloud services are considered from the point of view of business development, 
increasing its competitiveness [9]. 

Research Results. Thus, professional providers offer ready-made cloud services, configure them and accompany the 
operation. However, the company can independently create, implement a solution and supervise its performance. 

The project management methodology? [10] assumes the following stages: initialization, development, execution, and 
completion [11]. Note that the same tasks can be formulated variously, especially if the projects are realized by different 
managers. Typification of solutions reduces labor costs for the creation of project documentation, enhances its quality, 
and improves analysis. 

Main steps for migrating to the cloud are listed below. 

1. Defining goals. 

2. Selecting a provider. 

3. IT-audit. At this stage, the initial IT infrastructure is evaluated (efficiency, security, etc.). 

4. Selecting the type of cloud environment and cloud services. 

5. Cost-effectiveness analysis of the cloud transition. 

6. Migration planning (a roadmap is drawn up, priorities, stages, deadlines, resources, budget are determined). 

7. Migration (application dependency scheme is drawn up, cloud infrastructure is designed, test run is conducted, data 
is transferred to the cloud, and service is put into operation). 

8. Operation monitoring and technical support. 

9. Scaling. 

The transition to cloud services can be represented as an algorithm (Fig. 2). 


? A Guide to the Project Management Body of Knowledge. PMBOK Guide. Newtown Square, PA: Project Management Institute, Inc.; 2017. 579 p. 
URL: https://prothoughts.co.in/wp-content/uploads/2022/06/a-guide-to-the-project-management-body-of-knowledge-6e.pdf (accessed: 12.04.2024). 
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Fig. 2. Cloud transition algorithm: 
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We comment on the presented scheme. 

1. The goal of cloud transition should be consistent with the company's business strategy. As noted above, the use of 
cloud services makes business more flexible and efficient. 

Tasks in the project: 

— negotiations with stakeholders and customers; 

— formulation of the planned business result. 

2. It is necessary to find out in advance whether a foreign company can be a partner in the project. In some cases, 
cooperation is possible only with domestic providers. Restrictions are related to the scope of the company's activities, 
top-secret information, processing of personal data, etc. In these cases, the provider must have a set of documents: 

— license of the Federal Service for Technical and Export Control (FSTEC) for the technical protection of confidential 
information; 

— FSTEC certificate; 

— license of the Federal Security Service (FSB) for cryptography; 

— FSB license to work with the national security information; 

— FSTEC license for the protection of national security information; 

— certificate of compliance when working with personal data. 

Reference offers from cloud providers are as follows: implementation and maintenance of virtual machines, data 
centers, etc. However, the services of various companies differ in the nuances of settings, payment models, quality of 
service and user support. 

If the partner's goodwill is important to the customer, he contacts an organization that is well known in the market. 

At this stage, first of all, the certificate and license of the provider should be checked. Secondly, it is necessary to 
agree on the general characteristics of the service: 

— hypervisor; 

— reliability category of data centers according to the Uptime Institute standard; 

— technical support terms; 

— service level agreement; 

— test access; 

— payment model. 

The above are the tasks in the project. 

Hypervisor is software that is used by a cloud provider for virtualization. It allows for creating multiuser logically 
independent cloud environments. 

The reliability of the data center infrastructure can meet the Uptime Institute standard [12] and, in some cases, it 
should be at least “Tier IIT’ [13]. 

The service level agreement specifies the areas of responsibility of the customer and the client, and fixes guarantees 
for services. The terms and parameters of the test access are approved. 

Various payment models for cloud services are practiced. The most common is hourly. 

3. The customer's IT infrastructure, applications and their connections with the IT environment are analyzed. IT audit 
allows for determining which functions can be transferred to a cloud provider and which ones can be left in owned 
infrastructure. It is not uncommon for a customer to decide on a full transition to the cloud. 

Tasks in the project include: 

— conclusion of an IT audit contract; 

— acquisition of information about the company's software; 

— gathering information about the technical support of the enterprise; 

— acquisition of information about the topology of the enterprise; 

— building a business process model “as is”; 

— building a business process model “as it will be”; 

— compiling a list of functions that are transferred to the cloud provider; 

— submission of the IT audit report. 

4. A cloud solution is selected. First, you need to decide on the type of cloud environment [14]: 

— JaaS (infrastructure as a service); 

— PaaS (platform as a service); 

— SaaS (software as a service). 
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Types of cloud environment differ in the elements that are transferred to the provider for maintenance (data, network, 
servers, operating systems, software, etc.) [15]. Elements of the environment may remain under the control of the 
customer's services. 

Tasks in the project: 

— select the type of cloud environment; 

— define a set of cloud services. 

5. Under the cloud transition, an enterprise needs to estimate the costs on operating a standard data center. It is about 
the costs of a data storage and processing system, communication equipment, software and hardware licenses, servers, 
salaries of IT specialists of the enterprise, information security, etc. The amount received is compared to the offers of 
cloud providers. They can do all these calculations. 

The following costs are determined: 

— for the support of the infrastructure by the client; 

— for the selected type of cloud environment. 

The above are the tasks of this stage of the project. 

6. The selection of migration method depends on the scale, structure and IT infrastructure of the organization. Full 
migration is often recommended for small and medium-sized businesses, partial migration is practiced by large 
companies. Project deadlines range from a few weeks to a year. When switching to the cloud model, issues of supporting 
the access to data sources, using archiving and recovery tools, are being resolved. 

There are tasks of this part of the project. You should create an application dependency map and determine 
the following: 

— migration type; 

— list of critical services; 

— transfer time. 

7. At the migration stage, much is determined by the individual characteristics of the customer, therefore detailed 
solutions are formed for specific conditions. Thus, for example, specifics of migrating physical infrastructure to a virtual 
environment and transferring existing virtual infrastructure depend on this. 

Tasks in the project: 

— transfer (installation from scratch; “hot” or “cold” backup); 

— test run; 

— application recycling (when required). 

8. Problems are possible when using any resources. Cloud services are no exception. One of the central issues of their 
use is safety. As a rule, it is determined by the quality of interaction between the provider and the customer's employees. 
The basic task is continuous improvement and correction of shortcomings. 

9. The diagram shows the scaling process separately — the development of the solution, its distribution (e.g., to other 
divisions of the customer). It is recommended to systematically work out the feedback. In this way, you can get 
information that will indicate the further direction of the project. In some cases, it is advisable to return to the previous 
steps of the algorithm — up to the third, i.e., IT audit. 

Discussion and Conclusion. The cloud transition allows organizations to defend digital processes more flexibly 
and economically. The introduction of clouds can significantly reduce the cost of hardware, software, licenses, salaries, 
etc. The Russian cloud services market is developing. Numerous providers deliver services. The literature devoted to 
the study of these processes is published. Within the framework of this work, a scheme is visualized and explained. It 
can be the basis for starting a digital transformation of an enterprise. It gives management a systematic idea of what 
sequence to act in, what to pay attention to, which issues to discuss with the provider, and which issues to work out 
with their own specialists. 

Providers can use the proposed algorithm to typify projects, coordinate the list of services with customers and the 
stages of transition to cloud technologies on-the-fly. 

The unification of task complexes for each step of the described algorithm should provide an improvement in the 
quality of project documentation due to the elaboration of organizational solutions for the project. It should be noted that 
both customers and providers can partially take into account the presented material to design and coordinate the technical 
aspect of migration. Thus, organizational and management processes should be taken into account when forming 
approaches to data coordination and control in cloud solutions. In addition, information management technologies in 
cloud solutions that will enable migration between providers should be developed. 
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